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Abstract. The article analyzes the methods of copyright protection. It has been established that the copyright
protection system includes civil-law methods of copyright protection provided for by current legislation. It is
noted that the methods of copyright protection are the means by which the termination of rights violations,
the restoration of rights, and compensation for damages caused by such violations are carried out.

A classification of civil-law methods of copyright protection has been conducted, distinguishing between
general methods, provided for by general norms of civil legislation, and special methods, established by
the current copyright legislation of Ukraine. Jurisdictional and non-jurisdictional forms of copyright protection
have been studied.

The classification of copyright protection methods has been conducted based on their functional purpose:
preventive and prohibitive methods — aimed at preventing and terminating violations, as well as non-recognition
of rights; restorative methods — focused on restoring the infringed right; compensatory methods — designed to
provide additional compensation for damage caused by the infringement.

Technical means of copyright protection have been analyzed, with the primary ones identified as anti-
copying systems, conditional access systems, cryptographic means (encoding, digital envelope, and digital
signature), as well as postage stamp and electronic management systems.

Key words: protection of rights, copyright, jurisdictional copyright protection, non-jurisdictional copyright
protection, methods of copyright protection, technical means of copyright protection, compensation for
damages.

CIIOCOBHU 3AXHCTY ABTOPCBKHUX IIPAB

VK 347.(77+78)
DOI https://doi.org/10.32782/ehrlichsjournal-2024-11.10

BAJIEPIII KOPYOBUI

acnipanm Kageopu meopii npasa ma npae 1100UHU

YepHiBenbKOro HaniOHAJLHOIO YHiBepcuTeTy iMeHi IOpis ®egbkoBnya, YKpaina
v.korchovyi@chnu.edu.ua

ORCID: 0009-0001-3933-5380

AHomauis. Y cTaTTi NpoBEAEHO aHarni3 cnocobiB 3axmMCcTy aBTOPCLKOro npaea. BecTaHoBneHo, Wwo cuctema
3aXMCTy aBTOPCbKMX NpaB BKoYae B cebe nepegbayeHi YHHUM 3aKOHO4ABCTBOM LMBINbHO-NPaBoBi crnocobu
3axuUCTy aBTOPCbKMX MpaB. 3a3HayeHo, LWo cnocobamm 3axMCTy aBTOPCbKUX NpaB € MeTogu, 3a AOMOMOror
SKUX 3QINCHIOETLCA NPUMUHEHHS NOPYLLEHHS NPaB., BiAHOBNEHHS NpaB, a TakoX KOMMeHcaLig 3aBAaHOl LWKOAK
BHACMiOOK TaKoro nopyLleHHs. 3aiicHeHo knacudikauilo LUMBINbHO-MPaBoOBUX CNOCOBIB 3aXNCTy aBTOPCHKOro
npaBa 3anexHo BiJ HOPMaTMBHOIO 3aKPiNfieHHs Ha 3aranbHi, nepegdadyeHi 3aranbHUMU HOpMaMU LMBINIbHOTO
3aKoHOAABCTBa i creuianbHi, nepeabdadeHi YNHHMM aBTOPCbKUM 3aKoHOA4AaBCTBOM YkpaiHu. [JocnimpkeHo opuc-
OVKUINHI Ta NO3alopucamKLiiHi opmn 3axmMcTy aBTOpPCbKMx npae. MpoBegeHo knacudikauio cnocobiB 3axu-
CTYy aBTOPCbKMX NPaB 3anexHo Big LinbOBOro CpAMyBaHHSA Ha NPEeBEHTUBHO-MPUNMWHHI, TOBTO Taki, WO cnps-
MOBaHi Ha NonepemPKEHHS Ta NPUNUHEHHS NOPYLLEHHS, HEBU3HAHHS NpaBa; BiAHOBNIOBamNbHI — CNPsiIMOBaHi Ha
BiHOBMNEHHS MOpYLUEHOro npasa; KOMMeHcalinHi, CNpsiMOBaHi Ha JO4AaTKOBY KOMMEHCcaLlilo WKoauW, 3aBaaHol
nopyLleHHsAM npaea. [poaHanizoBaHo TEXHiYHI 3acobu 3aXMCTy aBTOPCLKUX MpaB, OCHOBHMMU 3 SIKUX Ha3BaHO
CMCTEMY aHTUKONIOBaHHS, cucteMy obyMOBNEHOro AoCTyny, KpuntorpadidHi 3acobu (KogyBaHHs, unudpoBui
KOHBEPT Ta LMdpoBUIA Nignmc), 6aHaeporbHy Ta eNeKTPOHHY CUCTEMU YMPaBIiHHS.
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Methods of copyright protection

Knto4osi crnosa: 3axvCT npaBa, aBTOPCbKE NPaBo, IOPUCOUKLINHUIA 3aXUCT aBTOPCbKNX MpaB, HEOPUCOUK-
LiMHUA 3aXMCT aBTOPCbKMX NpaB, Cnocobu 3axMCcTy aBTOPCBLKUX MpaB, TEXHIYHI 3acobM 3aXMCTy aBTOPCbKUX
npas, KOMMNeHcauis 3aBgaHoi LWKoau.

Human intellectual activity is gaining increasing popularity and expanding into almost all areas of civ-
il-law relations. The results of such activity are subject to legal protection, and the social relations arising from
their use require legal regulation, which is ensured by copyright law. Without the legislative enshrinement of
such fundamental intellectual property rights as the right to a name, the right of authorship, and the right to the
protection and safeguarding of the results of human creative activity, the development of culture, science, and
technology would be impossible.

One of the most powerful driving forces behind the development of civilization is human creative activ-
ity. The attitude toward intellectual property in society largely depends on the overall status of the institution
of property within it, as well as the effectiveness of legal protection mechanisms. The study and research of the
nature of copyright relations, their characteristics, and development trends have been the focus of both domes-
tic and foreign scholars. The aim of this research is to analyze the issue of protecting the rights of participants
in copyright relations and to identify the main methods of copyright protection.

The issue of intellectual property rights protection has become a priority in the development of legisla-
tion and the establishment of the corresponding organizational and judicial mechanisms [8].

The copyright protection system includes civil-law methods of copyright protection provided for by the
current legislation. In legal science, methods of protection are understood as means established by law through
which violations of any individual’s rights are prevented, stopped, or eliminated. They also include measures
for restoring rights or compensating for losses incurred as a result of such violations. In copyright law, meth-
ods of protection can be defined as legislatively established substantive legal enforcement measures aimed at
restoring violated and recognizing disputed rights, as well as influencing the infringer.

Civil-law methods of copyright protection can be conditionally divided into two main groups: gen-
eral civil-law methods provided by the general norms of civil legislation and special methods of intellectual
property rights protection established by the current copyright legislation of Ukraine. A comparative analysis
with other means of copyright protection reveals that civil-law methods of copyright protection are the most
practical and effective.

General civil-law methods of protection can be used by an individual when exercising their right to
protection in cases of violation, non-recognition, or dispute of their copyright and other intellectual property
rights in general.

Special methods of protection apply exclusively to the protection of copyright. In civil law, before the
Civil Code of Ukraine came into force, the methods of protecting rights, freedoms, and interests included only
those that could be exercised by interested parties through court appeal. The court could provide protection by:
recognizing a right; restoring the situation that existed before the violation; stopping actions that infringe on
a right; enforcing obligations in kind; terminating or modifying legal relations; compensating for damages; or
providing compensation for moral harm.

The procedure for protecting intellectual property rights includes: the rights holder's own actions aimed
at preventing the leakage of information about the object of rights and its application areas; the establishment
of specialized internal services; the involvement of intellectual property law specialists in the protection of
rights; close cooperation between rights holders and government authorities, assisting them in detecting, doc-
umenting, and assessing violations; close collaboration with retailers and distributors of intellectual property
carriers; active utilization of law enforcement agencies; and, finally, judicial protection through the filing of
lawsuits (civil claims) against intellectual property rights violators.

Additionally, supplementary forms of protection include self-defense, civil society organizations (asso-
ciations of citizens) with a creative or human rights focus, and other similar initiatives.

In general, the forms of copyright protection can be divided into two groups: jurisdictional and non-ju-
risdictional [5]. When exercising the right to protection, the primary form is jurisdictional, meaning the appeal
to competent authorities with a lawsuit, claim, or complaint. Jurisdictional protection involves judicial consid-
eration of cases regarding the violation of copyright and related rights, as well as the activities of other state
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bodies that contribute to establishing the truth in the case, conducting expert assessments, and taking actions
to prevent violations in the relevant area.

In a broader context, jurisdictional protection can be defined as the activity of state-authorized bodies
that protect infringed or disputed copyright and related rights. Its essence lies in the fact that an individual
whose rights and legitimate interests have been violated by unlawful actions seeks protection from competent
state authorities or the court to restore and safeguard their personal non-property and property rights and inter-
ests. Jurisdictional protection is carried out through the application of substantive and procedural legal norms.

Non-jurisdictional protection primarily involves actions taken by individuals and public organizations
independently, without the involvement of state authorities, to stop violations of copyright and related rights,
restore violated rights, and create favorable conditions for the exercise of legal opportunities by subjects of
copyright and related rights [1, p. 39]. Of course, the activities of the relevant public organizations and individ-
ual citizens aimed at protecting copyright and related rights must not exceed the boundaries of lawful behavior
of these legal subjects.

The most popular and effective forms of protection are jurisdictional forms: lawsuits in courts (of gen-
eral jurisdiction, commercial, and administrative), civil liability, administrative liability, and others.

One of the methods of protecting intellectual property rights is the procedure of reconciliation. Recon-
ciliation is most common in situations where the parties to the conflict intend to maintain their business rela-
tionships and resolve the issue privately. This form involves the selection or appointment of a mediator who
attempts to assist the parties in settling their dispute. For more effective and refined protection of copyright
in Ukraine, non-traditional or, as they are also called, alternative methods of protection should be introduced.

Ways of protection can also be classified in the following way: depending on their purpose, they are
divided into preventive-preventive, meaning those aimed at preventing and stopping violations, disputes, or
non-recognition of rights; restorative, aimed at restoring the violated right; and compensatory, meaning those
aimed at providing additional compensation for damages caused by the violation of rights.

Preventive-preventive methods include, first and foremost, the recognition of rights. Essentially, this
method of protection can only be implemented through judicial procedures. There are two approaches in legal
science regarding the grounds for applying this method of protecting rights: from the first perspective, recog-
nition of rights is possible only when the right is not yet violated, but is merely disputed or not recognized, or
there is a real threat of such actions. From the second perspective, recognition of rights can be applied even
when the right has already been violated.

Methods of protecting copyright have repeatedly been the subject of research, but scholars' attention
has mainly been focused on clarifying the legal nature and peculiarities of applying such methods of copyright
protection as compensation for material damage and compensation for non-material damage.

Compensation for property damage as a method of protecting copyright and related rights is considered
a compensatory method of protection. In the field of copyright and related rights protection, compensation for
property damage has been transformed into the possibility of recovering the actual amount of harm caused
(compensation for losses, including lost profits), may have an indirect relation to the amount of harm (recovery
of income earned by the infringer as a result of violating copyright and related rights), or be relatively indepen-
dent of the amount of harm caused (payment of compensation).

The compensation for non-pecuniary damage as a means of protecting copyright and related rights may
occur in a non-jurisdictional form if the holder of the violated right and the infringer reach an agreement on
the form and extent of such compensation. In judicial proceedings regarding the claim for compensation for
non-pecuniary damage, the size of the compensation, as stated in the claim, is specified by the owner of the
copyright and/or related rights that were violated, taking into account the circumstances of the harm caused,
its nature and consequences, and substantiating the fact of such harm with relevant evidence. The court, based
on the requirements of reasonableness and fairness, and considering circumstances of significant importance,
determines the amount of compensation.

Significant funds and efforts of the best specialists from leading manufacturers of products containing
intellectual property objects, including copyright, have yielded serious results. Today, it is already difficult to
compile a list of technical protection measures being used or developed in the field of copyright protection.
Technical protection measures for copyright can be divided into four major groups.
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The first group is aimed at protecting actions that fall under the exclusive right of the author, including
printing, public distribution, digital copies, alterations of works, etc. This is also referred to as the anti-copying
system. The main function of this system is to prevent the creation of both exclusively digital and digital-ana-
log copies of protected works. This category includes smart cards, which allow for the storage of large amounts
of information.

A number of technical measures, known as conditional access systems, are used to protect copyright
objects in information highways. These systems are developed and implemented to address the main issue of
digital networks — providing secure access to protected information and content while ensuring payment and
copyright protection for the «locked» work. There are many technologies that address this issue, including
encryption, passwords, «secret blocksy», «black boxesy, digital signatures, and digital envelopes.

Attention should be given to measures such as encryption, digital signatures, and digital envelopes. This
group of protection measures falls under cryptographic methods. Cryptographic protection measures refer to
special methods and tools for transforming information, resulting in the masking of its content. The main types
of cryptographic encryption are data encryption and encoding of the protected information.

A digital signature is a special method of encoding used to authenticate or recognize a document. An
electronic digital signature is a type of electronic signature obtained through cryptographic transformation of a
set of electronic data, which is added to this set or logically combined with it, allowing its integrity to be con-
firmed and the signatory to be identified. The electronic digital signature is applied using a personal key, which
is used to encrypt the information, available only to the signer, and is verified using a public key.

Digital envelopes (containers) are a type of encryption in which a work is «packaged» in a digital enve-
lope that contains information related to the work and the conditions of its use.

The banderol system is the most common and simple method of protection. It involves placing the carri-
ers in a special wrapper or packaging that contains important information, sometimes encoded, which defines
the items produced and distributed in compliance with copyright.

Another technical means of copyright protection is electronic rights management systems. These sys-
tems enable the management of rights in electronic networks, providing the ability to obtain permissions for
the use of works online and to monitor such usage. These devices combine contractual and technological pro-
tection. In addition to other functions, the tasks of this group of technical measures include the distribution of
royalties among rights holders, accepting payments from users, sending invoices, registering subscribers who
copy data, and so on [3, p. 86—87].

Producers of intellectual property products are aware of the scale of the problem and the need for joint
efforts to resolve it. However, the creation of technical means of copyright protection and their increasingly
widespread use today, based on commercial licensing agreements, must be supported by stringent legal mea-
sures. Defining the legal status of these protection measures and the associated legal aspects of their enforce-
ment currently presents serious challenges for copyright specialists and is the subject of heated discussions
among them.

Thus, copyright protection should be understood as the legal measures provided by law for the recog-
nition of rights, the cessation of their infringement, and the application of legal responsibility to infringers.

Methods of copyright protection refer to specific techniques used to stop rights violations, restore rights,
recognize disputed rights, and compensate for damages caused by such violations. Copyright protection meth-
ods can be classified into preventive, remedial, and compensatory methods. The main methods of copyright
protection include: recognition of rights, prohibition of actions that violate rights or create a threat of violation,
cessation of preparatory actions aimed at violating copyright and related rights, restoration of violated personal
non-property rights, compensation for damages, recognition of a transaction as invalid, recognition of unlaw-
ful decisions, actions, or omissions by state authorities, local government bodies, or their officials, as well as
the refutation of false information, among others. Technical means of copyright and related rights protection
are also effective, with the key ones being: anti-copying systems, conditional access systems, cryptographic
tools (encryption, digital envelopes, and digital signatures), banderol systems, electronic rights management
systems, and others.
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